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Introduction

The digital age has fundamentally reshaped how individuals access, process, and
interact with information. While technological advancements have democratized
communication and expanded the reach of knowledge, they have also facilitated the
rapid spread of false or misleading content. The proliferation of disinformation—
deliberately misleading or manipulative content—has emerged as one of the most
urgent threats to public trust, democratic stability, and societal cohesion. No longer
confined to isolated propaganda efforts or fringe misinformation, disinformation
now operates through sophisticated strategies, often amplified by social media plat-
forms, algorithmic systems, and emotionally resonant messaging.

This book investigates the complex interplay between new media environments
and disinformation, with a particular focus on how digital communication tools
shape human perception, influence psychological processing, and manipulate social
realities. Drawing on interdisciplinary perspectives from communication psychol-
ogy, media studies, and strategic communication, the book offers a comprehensive
analysis of disinformation as both a sociotechnical phenomenon and a psychologi-
cal strategy.

Rather than focusing solely on technological detection methods or institutional
regulation, this study prioritizes the human dimension: How do individuals internal-
ize disinformation? What are the cognitive and emotional pathways that make them
vulnerable to false narratives? How can perception be strategically managed to fos-
ter media resilience? These questions form the backbone of the book’s approach,
which integrates theoretical models with applied solutions—bridging the gap
between abstract conceptualization and real-world intervention.

Positioning in Existing Literature

Recent influential works have explored disinformation from various angles. Claire
Wardle and Hossein Derakhshan’s Information Disorder report (2017) offers a
foundational typology of mis-, dis-, and mal-information and proposes a
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policy-focused framework. Cathy O’Neil’s Weapons of Math Destruction (2016)
highlights algorithmic bias and the societal harms embedded in opaque data sys-
tems, while Alice Marwick’s Status Update (2013) focuses on digital celebrity, self-
presentation, and cultural production in networked publics.

In contrast to these works, this book positions itself within the perceptual and
psychological dimensions of disinformation. While it acknowledges the structural
and computational components of the problem, its originality lies in the develop-
ment of a unified framework that centers human cognition, emotional vulnerability,
and strategic media literacy. Moreover, unlike edited volumes or context-specific
studies, the book offers a coherent analytical trajectory, from foundational theory to
practical strategy, with case studies ranging from public health and electoral politics
to algorithmic persuasion and hybrid warfare.

Structure and Scope

This book is designed for readers in academia, media, and policymaking who seek
to understand and address the challenges of disinformation and perception manage-
ment in the digital age. While grounded in academic research, it also provides prac-
tical insights relevant to journalists, communication professionals, and public
officials engaged in digital communication, media literacy, and information
governance.

The book is organized into two main parts. The first part introduces the theoreti-
cal underpinnings of communication psychology, media perception, and the histori-
cal evolution of disinformation. It also traces the conceptual overlap between
propaganda, perception management, and media influence. This section builds a
foundation for understanding how disinformation operates within contemporary
media ecosystems.

The second part turns toward solutions, presenting a series of case studies that
illustrate both the challenges and the possibilities of disinformation resilience.
Drawing on examples from Latin America, the Middle East, Africa, and Asia, the
book expands the discussion beyond Western-centric narratives and emphasizes
global diversity in both problem and response. Topics such as media literacy, insti-
tutional countermeasures, digital education, and ethical considerations are treated
in depth.

By situating disinformation at the intersection of perception, power, and technol-
ogy, the book ultimately seeks to empower readers—not just with theoretical knowl-
edge but with practical tools. It addresses scholars, policymakers, educators, and
media practitioners alike, advocating for a more psychologically informed, ethically
aware, and globally inclusive response to the information crises of our time.
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