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Abstract In this study, the effects of artificial intelligence applications, which have gained 

importance recently, on internal audit and risk assessment are analyzed. Internal audit and risk 

assessment are critical for the early detection of risks that arise in the processes of businesses 

that are becoming more complex and exposed to external factors due to digitalization. With the 

internet of things that are generally accepted all over the world, there are significant differences 

in the way businesses do business. This situation also forces companies to differentiate internal 

audit and risk assessment, which is a strategic and integral element of management processes. 

In this context, this study focuses on the challenges and opportunities faced by internal audit 

and risk assessment because of digitalization, big data analysis and artificial intelligence 

applications depending on the rapidly developing digital work environments. Accordingly, the 

study includes in-depth analysis to contribute to the particularly relevant literature and to 

develop policy recommendations for audit and risk management professionals. 
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8.1 Introduction 

 

Studies on artificial intelligence (AI), which started with Alan Turing (1952), have taken their 

place in the literature among the most important developments and innovations accepted 

recently. In this context, it can be stated that AI has entered every area of our lives, or, if it has 

not yet entered, there is little time left for it to enter (OECD, 2019). This situation is beginning 

to deeply affect the whole society, all countries, the way international trade is done, and all the 

institutions and essentially all businesses. 

This approach can be expressed as a "macro" perspective that includes the whole economy and 

trade. Looking into the details of this macro perspective, it is important to consider the meso 
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and micro perspectives as well. From the meso and micro perspectives, it is necessary to 

examine the effects of the AI issues discussed here on social life, as well as the business 

processes of individual enterprises, even the employee profile (Commander et al., 2011). 

In this context, this study reveals how internal audit and risk assessment activities, which have 

an important place in businesses, are affected because of the rapid development of AI 

applications. It explains what the internal audit and risk assessment structure needs to do in 

order to maintain its "seat at the table" in the face of global developments and to fully meet its 

status as a "trusted advisor". Opportunities and threats are revealed based on the change in 

business processes, workplaces, and workers experienced with internal audit and digitalization 

(Bresnahan et al., 2002; Capitani, 2018). AI requires a very important change and 

transformation to take place in organizations. In this context, issues that the internal audit must 

keep up with are examined. Besides, the implications of the ethical dilemma with AI on internal 

audit and risk assessment are also discussed (Sambamurthy and Zmud, 2017). 

The finance sector has a special place and importance among the sectors where digital 

transformation and AI applications are taking place at the highest speed. In this respect, 

financial technological developments are shortly defined as "Fintech". Due to the structure of 

financial markets, trade operations, transactions, and their vulnerability to financial crises in 

the global competitive environment, the supervision, audit, and risk assessment of financial 

markets are also critical. New techniques developed in this respect are generally referred to as 

"Regtech", like Fintech (Arner et al, 2016). 

 

 

8.2 Understanding the AI to Adapt Changing Audit Universe: Macro Level Analysis 

 

It is a fact that AI has entered all areas of our lives. An example of this is "speech recognition", 

"language processing", "machine learning", "deep learning", "market algorithms", "computer 

vision", and more (Porter and Heppelmann, 2015). This structure differentiates the decision-

making mechanisms, job descriptions, and strategic goals of the enterprises. As a concrete 

example of this, looking at the ranking of the 10 largest companies with the highest market 

capitalization in the world in the past 10 years to present (2006-2019) provides important 

information. Because the fields of activity of the biggest ones have shifted to the business lines 

defined as "network economy" with the effect of new technological developments, specifically 

AI.  

In this kind of network economy, there will be mostly "virtual teams" who have a work culture 

that is based on across time, space, and corporate boundaries to collaborate taking advantage 

of digitalization (Wilson et al., 2017). 

As can be seen in Figure 1 that explains this situation, it is observed that the top 10 companies 

have a quite different and flexible organizational structure from the conventional business lines 

of the last decade. It can be stated that the basis of this difference and flexibility is big data 

analysis, AI, and digital business models (Andjelkovic, 2015; Vasarhelyi, 2015). 

 



 
Figure 8.1. List of top 10 companies with the largest market capitalization. Source: 

https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization  

 

As can be seen in Figure 1 that explains this situation, it is observed that the top 10 companies 

have a quite different and flexible organizational structure from the conventional business lines 

of the last decade. It can be stated that the basis of this difference and flexibility is big data 

analysis, AI, and digital business model (Johnson et al., 2008). This is defined as the "power of 

the network economy" in the literature (Kandeh and Alsahli, 2020). On the other hand, 

sometimes this situation is called "gig economy" as well to indicate the future of work (Figure 

2). 

 
Figure 8.2. Gig economy as future of work. Source: Stafford, 2018. The Future of Work & 

The GIG Economy - Rural (slideshare.net)  

 

The gig economy is based on a flexible work environment with people who have specific 

experience, high technical skills, and soft skills, respectively. In this way, both people and 

companies generate “high value” (Strafford, 2018).  

https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization
https://www2.slideshare.net/sustainablevalley/the-future-of-work-the-gig-economy-rural?from_action=save
https://www2.slideshare.net/sustainablevalley/the-future-of-work-the-gig-economy-rural?from_action=save


It is expected soon to experience "driverless cars", "robots in the factories", and "chain stores 

without cashiers" reminds the visions of a jobless future for many people. This is since 

"automation", "digitalization" and AI implementations, in general, are ongoing processes that 

will be eliminating some jobs. This may be a difficult situation for those who are not adapting 

to the new work environment and technological innovations at all. Rather, it they do so, they 

will have the opportunity to work at new jobs in a digital work environment.  In this context, it 

should be noted that the changing nature of work increases the returns on soft skills and digital 

skills (Wodechi, 2019).  

It is important to differentiate between tasks that are routine, and non-routine. Because non-

routine tasks mean that they are open to the replacement and require more “resilience, 

productivity, creativity, problem-solving, and good communications” that will provide 

sustainable jobs (Westland, 2020). 

Manyika et al. (2017a, b) and Bughin et al. (2018) from the McKinsey Institute (2017), like 

Frey and Osborne (2013) prepare the detailed occupational task descriptions. These authors 

divide tasks at work into seven broad buckets. Hence, they basically estimate the distribution 

of all work that is performed across these seven groups. Among these seven groups, there are 

three task groups that have high potential for automation (Figure 8.3.a):  

 

1. “predictable physical work” (81 percent automatable).  

2. “data processing” (69 percent automatable). 

3. “data collection” (64 percent automatable).  

It should be noted that these works jointly account for more than half (51 percent) of all 

performed work hours, according to their estimates. 

 

 

 



Figure 8.3.a. Tasks with high potential for 

automation 

Figure 8.3.b. Tasks with low potential for 

automation 

 

Source: (McKinsey Institute, 2017). 

 

According to these authors, in contrast to the three tasks mentioned in Figure 8.3.a, the other 

four task groups have lower automation potential which is presented in Figure 8.3.b 

respectively.  

These are as follows: 

1. “unpredictable physical work” (26 percent automatable).  

2. “interface-personal interactions” (20 percent automatable). 

3. “expertise, including decision making, planning, and creative” tasks (18 percent 

automatable). 

4. “manage, including managing and developing people” (7 percent automatable). 

This situation may also adversely affect the distribution of female and male labor force in the 

business world and trigger an increase in the gender gap (World Economic Forum, 2018). 

According to the research conducted by the World Economic Forum (2018), if the development 

of AI applications in the top 20 countries of the world continues at a similar pace, it is estimated 

that the balance between men and women may deteriorate further, i.e. gender gap increases in 

time (Figure 8.4.a.). According to LinkedIn (2019) findings, which conducted a similar research 

study, it is emphasized that the effects of the gender gap will become more pronounced in the 

future, as technical competencies related to artificial intelligence are less in women when 

viewed based on professions (Figure 8.4.b). 

 

  

Figure 8.4.a. Share of AI Talent Pool. 

Source: (LinkedIn, 2019). 

 

Figure 8.4.b. Gender Gap for Country and 

Industry Rank. Source: (World Economic 

Forum, 2018). 



 

It should be noted that basic "digital literacy" will be essential in almost all jobs in the future. 

In this respect, internal auditors should get ready for high levels of demand predicted both for 

technical skills—to develop, enforce and operate with new technologies—and for social skills 

such as responsible leadership, teamwork, and social interaction (Bughin et al. 2018).  

On the one hand, individual willingness to learn new technical and social skills is important, 

business executives highlight the need for public policies to provide guidance and financial 

supports to those jobs may be at risk from automation shortly. 

In this case, those who take part in internal audit and risk assessment processes must pay 

attention to these developments expected in the business world regarding the gender gap. 

Because most of the audits are based on monitoring human behavior to determine internal 

control weaknesses in the processes and sub-processes of the organization and preventing 

possible misconduct cases, they must know the predictions of the employee profile. In this 

respect, they should determine the audit universe and risk universe accordingly. 

After discussing the general effects of artificial intelligence from a macro perspective, related 

to this, the meso and micro-level perspectives are discussed below. When considered as a 

macro-level global perspective and “big picture-audit universe”, the meso level refers to 

intergroup relations and social networks in the new working environment. Micro-level is used 

to describe individuals (Figure 8.5).  

 

 
Figure 8.5. The Effects of AI on Internal Audit at Macro, Meso and Micro Levels.  

Source: Adapted from Buettner, 2014. 

 

In this context, it is important to restructure internal audit and risk assessment activities and to 

use audit tools and techniques suitable for the new working culture. Therefore, first, information 

is given by explaining what has changed, how and why. It should be noted that the meso and 

micro level contain the “risk universe” which is essential to assure for value-added audit 

approach. 

 



8.3 Understanding the AI to Adapt Changing Risk Universe: Meso and Micro Level 

Analysis 

 

Another change due to AI implementations that is as important as the gender gap is the future 

of work expectations about the “responsible leadership profile”. Leadership approaches should 

have the characteristics of responsible leadership and internalize ethical decision-making 

processes while demonstrating ethical behavior (Ireland and Webb, 2007).  

Due to the increasing use of advanced technology in the business world and the fast, remote, 

and flexible working style of the employees, changes occur in decision-making processes. With 

this change, besides legal regulations, legislative compliance and control activities, ethical 

codes gain importance. The most important reason for this is that it is the ethical 

indispensability to manage anomalies caused by artificial intelligence applications. 

Work, workplace, and workers are changing, and, in this case, it is necessary to analyze group 

relations through individuals and social networks to effectively control potential operational 

risks arising from various AI applications (Bresnahan et. al, 2002; McKinsey Institute, 2017; 

Bozkus Kahyaoglu, 2019; Susskind and Susskind, 2015). This is aimed to be solved with the 

responsible leadership approach that replaces the traditional management style of businesses.  

It can be stated that an organization that internalizes ethical decision-making processes and 

does business according to corporate governance standards, ethical principles and values has a 

stronger brand image and competitive advantage. This is defined as the best practice and heavily 

discussed in the literature as technological change is not enough and the corporate culture must 

also change to adapt to digitalization and AI implementations (Westland, 2020). Priority is 

given to the establishment of the infrastructure of digital culture by changing and adapting the 

corporate culture. 

Manyika et al. (2017a) claim that four factors are important in affecting the impact of 

technological innovation and AI implementations on future job growth, namely "economic 

factors", "the costs of technology", "labor market dynamics and skills", and "the regulatory and 

social acceptability of new technologies".  It is a fact that each of these factors has the potential 

to speed up or slow down the adoption of a specific technological innovation and AI 

implementations which will impact on the number of jobs that will be lost or created in the 

future. 

The point to note here is that AI is not perfect either. In the research, it has been determined 

that AI applications may tend to make non-objective decisions. This situation raises the concern 

that "AI biased" systems may trigger operational risks (Wodechi, 2019). A study has been 

initiated, especially within the EU (2020), to prevent problems arising from artificial 

intelligence applications and biased decisions. Because, if the algorithms do not produce the 

expected results, there may be additional risks for businesses, and may also lead to deviations 

from strategic goals. 

Such a situation should be noted as the development that internal audit and risk assessment 

activities should take care of and follow. In essence, it works based on artificial intelligence 

algorithms and ensures the continuity of the system by producing its software autonomously. 



If these self-reproducing algorithms produce biased information, all processes, sub-processes, 

and all decisions taken here may give erroneous results (Wodechi, 2019; Susskind and 

Susskind, 2015). 

 

 
Figure 8.6. Explanations of Lawful, Ethical and Robust AI. Source: EU, 2020. 

 

Based on the studies carried out by the EU, it is to eliminate the concerns arising in this direction 

and to provide the expected benefit from artificial intelligence without any malfunction. For 

this purpose, artificial intelligence has been handled in three dimensions and extensive studies 

are being conducted on it. These can be defined as the ethical dimension, legal dimension, and 

explanatory power (robust) dimension of artificial intelligence, respectively. The explanations 

of these three key dimensions of AI are given in Figure 8.6. 

It is expected that the importance of ethics audits will increase especially among other key audit 

types. Ethics audits are the areas that are as important as financial audits in internal audit and 

risk assessment activities in the digital era.  Hence, it is recommended to primarily audit, 

monitor and report ethical issues related to AI implementations (Bozkus Kahyaoglu et al, 2018). 

 

8.4. New Tools and Techniques in Internal Audit and Risk Assessment Based on AI 

Practices 

 

Along with AI implementations and digitalization, important changes are experienced in 

professions that include internal audit and risk assessment activities, as in all professions. 

Activities related to internal audit and risk assessment must develop their digital competencies 

so that they can offer reasonable assurance in line with international standards and stakeholders' 

needs and expectations (Rammoorti and Siegfried, 2016; RIMS, 2012; Westland, 2020). This 

situation is of great importance for internal audit departments not to question their reasons for 

existence and to protect their reputation within the organization. 

In the digitalized audit universe, faster, agile, and flexible audits are required. Risk-based audit 

plans prepared for medium and long term with a traditional approach are no longer needed. It 

is necessary to carry out an audit and risk assessment with a structure that is constantly updated 

and rapidly adapts to changes in the digital control environment (Hedman and Kalling, 2003; 

Hinssen, 2010; Hess et al., 2016). 

However, the job of internal auditors is not that easy. Because internal auditors can generally 

produce work depending on the maturity level of the organization they serve (Rajterič, 2010). 



When the level of organizational maturity is low, internal audit should give priority to advisory 

activities in general and in this context guide management to strengthen the AI system 

infrastructure. In order to achieve this, they must constantly renew themselves in line with the 

due professional care based on IIA (2017) and RIMS (2012) standards. 

With Industry 4.0, it is possible to express the development of audit tools and techniques that 

try to adapt to this as Audit 4.0 (Bozkus Kahyaoglu, 2019; KPMG, 2020; Westland, 2020). 

Accordingly, it is necessary to work on the use of advanced measurement techniques in audit 

field work and risk assessment and to report regularly and systematically to the management. 

Computer-aided audit techniques and tools include techniques, software, tools and instruments 

developed for more effective auditing and risk assessment in the context of artificial 

intelligence, machine language and the examination of all big data (Aksoy, 2006) 

Among many new approaches and tools used in auditing and risk assessment, the major tools 

and techniques including big data analysis, artificial intelligence algorithms and CA/CM 

(Vasarhelyi and Halper, 1991; Vasarhelyi, 2002;  Vasarhelyi et al., 2004; Vasarhelyi and 

Kuenkaikaew, 2010; Vasarhelyi et al., 2012; Bozkus Kahyaoglu et al. 2020) alert and early 

warning systems produced with robotic applications and anomaly detection are most frequently 

used. It should be noted that it is not enough to know these applications, since new tools and 

techniques are constantly changing (KPMG, 2013; KPMG, 2020). Therefore, internal audit and 

risk assessment professionals are expected to closely monitor such innovations and quickly 

integrate them into their business processes. 

It should be taken into account that business processes are carried out in digital ecosystems, 

platforms and network structures through the virtual environment. In this context, possible 

cybersecurity issues should be included in the audit and risk assessment processes (Bozkus 

Kahyaoglu and Caliyurt, 2018; COSO, 2019). It should be kept in mind that some of the AI 

algorithms may contain malicious software leading to fraud cases.  

Furthermore, according to the risk assessment component of the COSO internal control 

framework, the risks in the digital ecosystem, including digital fraud and corruption risks, are 

to be evaluated within the scope of all risks of the organization. All interested parties, including 

internal auditors, management and employees, should be aware of the assesment of these digital 

risks and know what to do when these risks arise (Aksoy and Saglam, 2020). For this reason, 

internal auditors and risk professionals should develop their digital skills to capture fraud cases 

that may affect their organizations through this channel. 

 

 8.5 Conclusion 

 

It is a fact that science still relies on Euler and Einstein. The major reason for building up AI 

exponentially is the technology and data processing capabilities. Considering that AI 

applications appear in all areas of life; you can imagine how many different scenarios similar 

biases can be raised as operational risks arising from AI. For example, using historical data to 

inform decisions about whether a person will receive a mortgage, the type of health insurance 

coverage will be recommended, or just a visa application of a person approved or not, and the 



long list goes on. Similarly, it is possible to add issues regarding many sectoral data analyses 

and criteria based on internal audit and risk assessment to this list. 

In this new digital business world, it is important for professionals involved in internal audit 

and risk assessment to constantly update their digital competencies. It is also recommended that 

they add more ethics to audit plans than ever before. In the new digital world order, internal 

audit and risk assessment process owners have important duties to transform the developments 

emerging in the sane environment into social benefits and added value. 

In this chapter, the effects of AI on internal audit and risk assessment are discussed at macro, 

meso and micro levels. It should be noted that this new digital structure offers a virtual platform 

and network economy that radically impacts the work, the workplace, and the workforce. In 

this digital environment, traditional audit and risk assessment understanding, structure, mindset, 

culture, tools, and techniques will be insufficient. Therefore, the internal audit universe and risk 

universe should be updated with a perspective suitable for new approaches. Accordingly, an 

agile working style, in which digital audit and risk assessment tools and techniques, are used 

should be adopted. 

The finally to be stated here is that artificial intelligence is not perfect at all. There may be some 

aspects of AI implementations that are open to improvement. Internal audit and risk assessment 

should be considered the most important and strategically positioned mechanism to detect these 

aspects open to improvement and to assess potential risks as early as possible. This will be the 

case, at least until the robots do this task. 
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